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1. B
EFFHISABE (IFR) SHBAMSRIUAEA FESNBATE, TUHBAHIIREEER

TEMMCHEIETR, MIEE. S RSVSBABRTIEE®RE. LIRS HIRONB BTN
A BIEINAN/RABRSSEA (i), BRRSTERA (FS/KR). R/ eEil=sA (Rzs/2

%), ETIRSYIEEA (BiX/4E)) . IFR World Robotics 2020 FRMIRSBH = ABRERITFEERE.

IFR
International

Personal/Domestic Service et o
Service robots for personal/domestic use. Robots o
Unit sales 2018 and 2019, potential development 2020-2023
millions of units
Value of Sales:
2019: USD 5.7bn, +20%
2020: USD 6.5bn, +15%
2023: USD 12.1bn, +23% (CAGR)
Unit Sales:
2019: 23.2 million units, +34%
[ 36 15 151 N8N o1 67 2020: 26.7 million units, +15%
Robots for domestic tasks Entertainment robots 2023: 55.3 million units, +27% (CAGR)
=2018 ®=2019 m=2020 2021 m2022 =2023 020
IFR
International
Professional Service Robots :’2;";"‘,”‘.‘,?"‘

Service robots for professional use. Top 3 applications
Unit sales 2018 and 2019, potential development 2020-2023
‘000 of units

Value of Sales:

2019: USD 11.2bn, +32%

2020: USD 13.9bn, +24%

2023: USD 27.7bn, +26% (CAGR)

259
207
Unit Sales:
ﬂ 2019: 173,000 units, +32%
128 PR 2s 28 33 | 2020: 240,000 units, +38%

Logistic robots Robots for public environments Defense applications 2023: 537,000 units, +31% (CAGR)
m2018 m=2019 m2020 2021 m2022 wm2023 Source: World Robotics 2020 ’ !

ST UH=RARL, RESNBANTIBMRERR. MSBEZEFE. INENAEEE, 1A
F. R, BIEIREERAN, BERSTISAESWEET WA, VIssARNTE. SHEMEFAMRIPEE

AR BIRE.

LRIRSSEATRET RS ARERS ROS 1358, * ROS RAZEMHMARRHAR. FX
FENBNB[ARIERS ROS REZREEHR, ERNENRARLS ROS TEXEFE. MNEZET55
ME S,



https://ifr.org/industrial-robots
https://ifr.org/service-robots
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2. ROS B5=4iR

2.1. ROS &ZREEN

ROS (Robot Operating System) SAZRFIERMFRS, BHAIMERENARIERS (40 Linux,

Windows, Android &), ME—FMFFREITEEAKEDEHE (Robotics Middleware), ROS J@ITEERIR{L

Be. thi¥. TEFAN, WERESSMIISSARBRRMER, RENBER, REFER, s

AL A BEhESRE~REEZMA.

Plumbing Tools Capabilities Ecosystem
ROS I B &R ANEZIEEE K HY STAIR (Stanford Artificial Intelligence Robot) #1 PR (Personal
Robotics) #FINE. 2007 & Willow Garage ATIS5&1EHET ROS BEIREIF AT PR2 Fo53

(Personal Robotics 2), 2010 & 1 B ROS 1.0 (PR2 Milestone 3)5—/MRAN&%, 2010 & 7 B PR2 =5

FrHa FEAIEE, 2012 FEFFFEIEEAEES Open Source Robotics Foundation (OSRF) f§3z, 2013 £

ROS INE #3545 OSRF (2017 £EEE4Z Y Open Robotics) FHEFE

EEE ROS 1 .0

[E]] ROS 1.0 logo

ROS [HSE_ EBFNAMRAS, B ROS 1.0 #1 R0S2.0, J9fE ROS IRABHEMRENFFAMNSE, MAKHE

TEIRRE Ubuntu AZ1ThR, 1FER]E% ROS1 Release Schedule f ROS2 Release Schedule,

F3IW/H 11T


https://en.wikipedia.org/wiki/Robot_Operating_System
https://en.wikipedia.org/wiki/Robotics_middleware
http://www.willowgarage.com/pages/pr2/overview
http://www.willowgarage.com/blog/2010/09/07/pr2-pricing-and-open-source-discount
https://www.openrobotics.org/
http://wiki.ros.org/Distributions#Release_Schedule
https://www.ros.org/reps/rep-2000.html

oFFrEe

JD Security

ROS 1.0 jEERRRAMERAN T AEIF7R, 2020 & Noetic 2 ROS 1.0 &fF— BT LTS A, K ROS 1t

XEZRMAILER ROS 2.0 hiRAR, ROS 2.0 iR AER20 FAEIRTR, &H#T LTS hiRA/9 Foxy.

Distro Release date Poster Tuturtle, turtle in tutorial EOL date

ROS Lunar Loggerhead  May 23rd, 2017

2.2. ROS ZEEN

2.2.1. ROS 1.0 2844

ROS 1.0 It EREMER: ERZERANEAN, SEWSEANASEHEERE, RESRER.
FREEANAM. NAMSTIERER: TUAR (RE). HiIR (LREF). B8A. T
SIRMERSE, RERERITERA.

ROS 1.0 ZRHGIEET message RIMAFES. HDHTURM. RORSERE:

(Node] HUTHEEESHIHIE. — N THITEFILIESE—PEZ node

[Master] 457 node, iRtEREIEINGEIMRSS, NSRS, node B, HEIEMF

[Message] node Z[ARIBIEHEMR, KU 0S HEHE

(Topic] BRATFIZIAIZIA, publish-subscribe HlHl, FEBIE

[Services] B—MEFTEEAIEBEHF, request-reply #lHl, FELEE
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Application XMLRPC
< ROS-Master e Binary
x© ‘g
& %
Q° %
————————————————————————————————————— - & )
<% %
) R
| Clientibrary | S b,
Lal1) =3 3. requestTopic

[ TcProsuDPROS | [ NodeletAPr | .
------------------------------------------------ NS 4. Exchange TCPROS-Header
osfz I Linux I ;
5. Topic-Messages

2.2.2. ROS2.0 333

ST

BEE ROS 1.0 FNSFMLER AT~ MmN ARE, MBI T#HY ROS /K, MBHBMASE. BRANFEX

IRMERRK. BREFmRE. NGRS, FENFREXEHARSAELERIECR, 40 DDS (Data

Distribution Service) RS EIRS. £ LABSET, ROS BFNKITFFAT 2.0 bR,

2.3.

ROS 2.0 1HEE ROS 1.0 NEBERRAISE TE, £2HET

1) Fett: SNBARGS. RIFIOBEIEY. BRARAERE. RANEESSTF

2) B master T, SEHL "R

3) 5|\ DDs HrjEl4, &k ROS 1.0 BHHERIEEHE

4) 7¥5ZFh Host 0S A&, U0 Linux, Windows, Mac, RTOS

5) &%, DDSHYAE 5 AE2tRfE (TE Plugin), ROS2 FJF DDS REFHEBERTSMHIAIE. 10

BBfE. haEHEFERNG

| certificates | application component
Applicati Applicati Lo
Application ppication ppication Authentication J Secure DDS

Access Control | l L — ot

---------------------------------------------------------- Plugin DDS Entities Gt ohio ther

ROS2 : ' | plugin } ops

Logging ‘ Protocol leal Data b wa— System
I - Plugin Engine cache
[ Client Library ‘ \ Cllent Library ‘ _—
Middleware l
Layer \ Abstract DDS Layer ‘
Nodelet Transport (e.g. UDP) -
TCPROS/UDPROS e poriees Sy’
| Dos | ‘ Intra-process [kernal
APl | Policies | S
------------------------------------------------------------------- (eg.TPM) | [ wl
0s . . ) Secure Kernel § 1
Layer | Linux ‘ | Linux/Windows/Mac/RTOS | TAG | Encrypted Data | MAC
Network
ROS R&iksiE

ROS ES7REMY, FEIE{TE Host 0S Z £, HBIE5324F Host B Ubuntu Linux, Windows, macOS,




LA Ubuntu 79/, ROS 32§F apt A3 L M. EESEREFIZIT demo (K38 ROS 1,

WRBEEEEHIVEEABGEINS, W TurtleBot3 Simulation, BEENEETTHITES®,

3. NBAZEDR
3.1. RLEWR

HMEEARGZ—FH Cyber-Physical System, 2 REIUHAIRNININ S RE T Rers I E AR tH R
£, FIERLFHEAZSARNE (ITE), BESA=MHER:

SE—BRER, 2008-2012 £ ROS REVIHE, TARKISAENTHER, FNENENRALBHRAIE
BT, ELANSUEMNEZA (Rescue Robot), ZXFAHIEEA (Household Robots), mEEESHlaRA
(Telesurgical Robot), FEAHL (Unmanned Aerial Vehicle) &, XfantrEERELTEEENEHZSE,
AIEROTABAIE. ITEREEST ITP (Interoperable Telesurgery Protocol) 1fMY&s; BIMBEERIGEMRIS
. IRV AT AN RNRARLZ LIRS, XEHRNERE T SENBEARS SRR

EHEZR. R EFITER RIS,

FoeW/H£ 11T


https://docs.ros.org/en/foxy/Installation/Linux-Install-Debians.html
https://docs.ros.org/en/foxy/Installation/Linux-Development-Setup.html
https://en.wikipedia.org/wiki/Cyber-physical_system
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[iriE] BB Sl ZaSia

2008

Using a cryptographic
authentication
protocol for the
secure control of a

ROS: an open-source Robot
Operating System, ICRA

A spotlight on seeurity and
privacy risks with future
household robots: Attacks
and lessons

Cyber-physical systems
security applied to
telesurgical robotics

Workshop on Future
Directions in Cyber-physical
Systems Security

2009 2010

Secure software
attestation for military
telesurgical robot
systems

robot over TCP/IP

ROSJE A

2011

2012 2013

Cyber security threat
analysis and modeling of
an unmanned aerial vehicle
system

On potential security
threats against rescue
rabotic systems. In
Proceedings of the

Cryptobotics: why robots need
cyber safety

To make a robot secure: An
experimental analysis of cyber

Cyber Security Risks in Robotics
Robotics and Autonomous System,

Security for the Robot Operating
System

The Role of Security in Human-Robot
Shared Environments: A Case Study in
ROS-based Surveillance Robots

Secure communication for the robot
operating system, [Secure-ROS-
Transport-2]

On the security of robotic applications
using ROS

Cybersecurity of Robotics and
Autonomous Systems: Privacy and
Safety

security threats against

teleoperated surgical robots

A preliminary cyber-physical
security assessment of the
Robot Operating System

2014

ROS 2.0 Preview, ROSCon

Message authentication codes
for secure remote non-native
client connections to ros
enabled robots, [ROSAuth]

Physical indicators of cyber
attacks against a rescue robot

ROSRV: Runtime verification for
robotics, [ROSRV]

2015

A Forensic Investigation of the Robot
Operating System

Security of unmanned aerial
vehicle systems against cyber-
physical attacks

Security risk assessment of the
PeopleBot mobile robot research
platform

2016 2017 2018

SROS:Securing ROS over the wire,
in the graph, and through the
kernel [SROS]

Application-level security for
ROS-based application [Secure-
ROS-Transport]

rsecurity in autonomous

systems: Evalu

performanc
[ROS-Msg-Enc]

Increasing ros 1.x communication
security for medical surgery robot
[ROS-ALG]

ROS2 Robot Operating System
2: The need for a holistic
security approach to robotic
architectures

ROS2 Robotics System Threat
Model

Scanning the Internet for ROS A
View of Security in Robotics

Research

ROSploit: Cybersecurity tool for ROS

2019 2020

Security on ROS:

based Systems

in Robotics

ning mobile

[ROS-Msg-Enc-2]

Analyzing Cyber-Physical
Threats on Robotic Platforms

On the Security of Robotic
Applications Using ROS

Securing Robotics with SROS2

[SROS2]

analyzing and exploiting
vulnerabilities of ROS-

Zero Trust Architecture
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SE_FER, 2013-2017 £E ROS 1.0 RIEAGFAHE, @I 7 AEMEMA ROS MEEANZESITHIAR, 1L
E—MER, HARVISRERE ROSHESE, RNEIFELHEE. BAUT:

2012 £F Defcon@20 W7, HAREFZED T — M ROS NERIKENIN, ERRKRAE 2013 F (A
preliminary cyber-physical security assessment of the Robot Operating System (ROS)) iEX™, JMXER,
WHETRIRIFESESINE, RIBHI TREGLINEEAN. A tEhETERERET ED IR
THTERPHFENER. —HEIET ROS RACHLZENKNLEHMINE. BAXNEES), —AEER

BRY Cyber-Physical RFERIEZ M. TEIRIZWVNE, WHERA, IWEHENE (BRH3518LiXeX).

==

Potential PSK/HMAC l

Authentication
Potential PSK/HMAC ) |
Authentication
Figure 1. Cyber-physical security honeypot hardware. Figure 2. Honeypot software architecture.

Basestation -

! Computer™— ; Robot Cage

Figure 3. DEF CON 20 cyber-physical security honeypot
contest/experiment setup.

Figure 4. Cyber-physial “sec
inside its cage.

urity honeypot located

IZITAME X AERTTS 733 ROS IR EAFHE, HEMWMHFESE: NIBR—HRABRIHENERS

[EREDHT. MIHFENRRAZRIZIRSER ROS HEERSHT. M ROS Application-level MET52EE] ROS HE2R

T8/ H 11

2



JBfSE (Communication Channel), NBELZLEIRFIHNEH., NLZLIFUHRIRSMRETFH. M ROSHE
RLZ2IMBAZERLE.

EXESHTIRES, ROS 1.0 BREBLZENKRALRE: ERBEELIMANLE. HRAXXER, R
ihlaiEHSE, ROS 1.0 R2XREEREN, B ROS 1.0 &2 EELeEREFRIER. XFiX
A, Open Robotics Y CEO Brian Gerkey £ 2016 £F ROS-Industrial Conference BT A “If you

claim that you’ve found a security hole in ROS 1, you're lying; there is no security”,

“Classic” ROS is not secure

. Front door is wide open
For ROS 1, see also wiki/Security. fully discoverable
o no authentication
o no encryption
no access control
this was by design

To end with a quote (by @Brian Gerkey at the ROS-Industrial Conference 2016):

if you claim that you've found a security hole in ROS 1, you're lying: there is no security

ROS assumes a secure

Note (for you and other (future) readers): read the linked answer and the security wiki page. ROS does not take network! If that assumption is
a cavalier approach to security, but for ROS 1, it was never a design driver or requirement. As security is hard to not true, arbitrarily bad things
"bolt on" afterwards, focus for rectifying this situation is with ROS 2, not ROS 1. can happen

€3 tasun

FEUERER, WL T S MRS ROS 1.0 EEXIGHIZETI5E, W roauth, ROSRV, SROS %, TEIFE
B8% 4.1 7,

2017 ZF {The Role of Security in Human-Robot Shared Environments A Case Study in ROS-based
Surveillance Robots) MER—IRGEEBXGHIHRTZE. EHtRe (WSHBRABEHE) FXK.

PEFEFITHIER, TERHE STOP R&D HESSR D FIEKRSZE,
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Security Level Security Measurement

o WPA2 + AES security
e SSID hiding

e MAC ID filtering

o Static IP addressing

e Binded to SSL/HTTPS

Wireless Network

e MVC AUTH and SSL websocket to cloud

e SSL TCP/IP to low-level monitoring and
control of robot

e SSL TCP/IP to robot-ARM

e Firewall rules allowing traffic on specific ports
Cloud server e Disable SSH root login

e Enable login with SSH keys

e Strong (console) user password

roslibjs + rosbridge | e Authentication (rosauth)

PHP GUI

(human<-+robot) o TLS/SSL encryption
ROS Multimaster e Authentication and authorization levels
(robot<srobot) o Encryption of ROS messages
e Running inside a VPN
ROS e Not using default ROS ports

e Encryption of ROS messages

o Firewall rules allowing traffic on specific ports
from specific IPs

Operating System e Disable SSH root login

o Enable login only with SSH keys

e Strong (console) user password

e Encryption of data storage

® Logging connections and events

e ARM controller connected to an independent
battery sends keepalive packet and allows to
Hardware receive low-level commands (e.g., teleoperation)
e Developer authentication (microprocessor
bootloader)

Disk

SB=MER, 2018 &5 R0S 2.0 &KFEHE, BEE 2.0 ZRAGFHKH DDS &£k, REAREIARMER, —=&
FASRXISM ROS 1.0 ISEE] ROS 2.0, —RWRE IO,

BE%E, ROS 2.0 5EF8 DDS B2 7 ROS 1.0 E#AY publish-subscribe EB{S41%, 71 DDS B Security
REMINHTE, B ROS 2.0 RELFEET DDS-Security, ROS 2.0 H1 DDS-Security BRIAAMERE, {588
DDS-Security BFJHBCEH EFIRIF.

{Robot Operating System 2: The need for a holistic security approach to robotic architectures) Z&%
7 ROS2 RAMIRENE, FFETXT DDS-Security {EREFIZREECEIN (4 governance policy) XFHERER/IE
T T BT,

HENEAMEBENEESHT. W {Message encryption in robot operating system: Collateral effects of
hardening mobile robots) 47 2016 FEHREDTNE, W 3 #EL (3DES. AES. Blowfish) XAEZE
BHEINZSRIMEE (B, &LE). RE (WEREGEE. CPU SR, BibHE) IR, BHT
HEAEEESEE, ARISHERINZE LRI, {Security and Performance Considerations in ROS 2: A
Balancing Act) $t%J ROS2 {§8E DDS-Security 17 7 REDHr, XIELT ROS 2. ROS 2 + DDS Security

Enable, ROS 2 +VPN =#uzR TEEMHAEER, ERERERE DDS-Security FIEREYBARIEES K.

5% 10 I /

h=i
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EiAREXS ROS 2+DDS RIEMFIEE DT, EBE7RMERE DDS-Security R fEMRE FIEILRT™E. BEAY
tBAGZESE], ROS 2 +DDS-Security SEFRER LIRIER TR TIRACECERY, MHRERMBRATIE.

3.2. FABELR

FWARXTNBARFEREAREM L, ROSHEXEET ROS 2 Threat Model RIS HTIREL, MWET
ROS 2 RIHNBRARSE, BHTTE£SURIEINERE,. KA ARER STRIDE 1 DREAD $H75i%, EXERE
TTEFAHEIERE, BNRTRHTEMONT. HEMNLHERSR. oTEESE, JAMHRES: A

SMERIBIS. ITAEEH/NAEO. ENRFENN%. hilEEFE. RSNaFE. - mEERSS.

TE/Z ROS 2 REEEH STRIDE #UERE], iR LEIEMA R, BTFEELIN. S8, =-inik

BHRESES, HWERETRESERMEZ, F

BEKRSHT, B[S% Turtlebot3 FIBENDHT.

Robot Logs _
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Non-Physical Actor

N -
N ,’
N \ ’
Emit Log Data | s
v — _ / 7
L h ; Y Non-Trusted / 7
T~ \ Y ROS Node ’ Cloud Storage
Y \ M — ’
Is Recordeg By Sensor \ v AN / ’
P | kv N / ! >
~ |
‘rr —— Emit Log Data X \ // r‘ e
_ | Communicate With N - ’
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¢ \

e
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Trui‘[cd ROS ¥ Invoke Service
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Nen-Trusted Nede — §
—— -~ Return Resulf_
Non-Trusted — -
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Non-colocated, Physical
. or Non-Physical Actor
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3.3. TRt
£ LA EHFARMEES T RES, WA ROS REHERRITEEAFMEE:

—MEMNERE, BIFBEM. VPN, BIXIEEFR, W ROS NEREX, 48/VXSHE

B—FEET ROS EHITREME, RFRBRIIZEIAY ROS 1.0 FIERAY rosauth, ROSRV, SROS
e

£  LAK ROS 2.0 BERRY SROS2,

B/ H11RE


https://design.ros2.org/articles/ros2_threat_model.html
https://design.ros2.org/articles/ros2_threat_model/ROS2_Application.png
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