


















generic_x86:/system/priv-app/DownloadProvider # ls -lZ
total 204
-rw-r--r-- 1 root root u:object_r:system_file:s0 201300 2020-08-05 23:15 DownloadProvider.apk
drwxr-xr-x 3 root root u:object_r:system_file:s0   4096 2020-08-05 22:27 oat
generic_x86:/data/app/com.example.galaxystorepoc-hrCIiC7Ubu8nk1oHN0GT5w== # ls -lZ
total 3380
-rw-r--r-- 1 system system  u:object_r:apk_data_file:s0         3452587 2021-11-02 23:40 base.apk
drwxr-xr-x 2 system system u:object_r:apk_data_file:s0            4096 2021-11-02 23:40 lib
drwxrwx--x 3 system install u:object_r:dalvikcache_data_file:s0    4096 2021-11-02 23:40 oat

-rwxr-xr-x 1 system system u:object_r:apk_data_file:s0 3349016 2021-07-02 19:49 libDownloadProxy.so















public class Sample {

public void target() {

for(Helper helper: helpers)

helper.handle();

}

Set<Helper> helpers;

public Sample () {

this.helpers = new HashSet<>();

this.helpers.add(new HelperImplA());

}

}

interface Helper {

public void handle();

}

class HelperImplA implements Helper {

@Override

public void handle() {

System.out.println("wtf");

}

}

class HelperImplB implements Helper {

@Override

public void handle() {

}



class AParcelable implements Parcelable {

void func() {

}

}

class MainActivity extends Activity {

public void onResume() {

AParcelable p = getIntent().getParcelableExtra("p");

p.func();

}

}













if(v8_2.toUpperCase().contains("AT+FACMFILE")) {

this.isFileMode = true;

String subStr = v8_2.substring(v8_2.indexOf("=") + 1,

v8_2.length() - 2);

this.fileName = subStr.split(",")[0];

this.fileLength = Integer.parseInt(subStr.split(",")[1]);

ACUtil.log_i("BluetoothSocketModule", "Socket", "name: " +

this.fileName + " length: " + this.fileLength);

File file = new File(BluetoothSocketModule.savePath);

if(!file.exists()) {

file.mkdirs();

}

File v3_1 = new File(BluetoothSocketModule.savePath +

this.fileName);

ACUtil.log_d("BluetoothSocketModule", "Socket", "Save: " +

v3_1.getPath());

if(this.fileLength != 0) {

this.fos = new FileOutputStream(v3_1);

this.mHandler.sendEmptyMessage(0);

}

maxLength = 0;

Arrays.fill(newBuffer, 0);

goto label_28;

}



if("android.bluetooth.device.action.PAIRING_REQUEST".equals(action)) {

try {

BluetoothDevice device =

(BluetoothDevice)intent.getParcelableExtra("android.bluetooth.device.extra.

DEVICE");

String v8 = device.getAddress();

BluetoothService.this.btClientAddress = v8;

int pin =

intent.getIntExtra("android.bluetooth.device.extra.PAIRING_KEY", 0x4D2);

ACUtil.log_d("BluetoothService", "Start Auto 

Pairing. PIN = " +

intent.getIntExtra("android.bluetooth.device.extra.PAIRING_KEY", 0x4D2));

device.setPin("" + pin.getBytes("UTF-8"));

device.setPairingConfirmation(true);

}

catch(Exception e) {

ACUtil.log_d("BluetoothService", "Error occurs when 

trying to auto pair");

e.printStackTrace();

}

return;

}
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v11_1 = 
arg11.getPackageManager().getResourcesForApplication(arg12);

AssetManager v12 = v11_1.getAssets();
String[] v2 = new String[0];
try {

v2 = v12.list("so");
}
catch(IOException v3) {

Log.e("FilterInstaller", "installLibFilter, asset lib list 
exception : " + v3.toString());

}

if(v2.length <= 0) {
Log.e("FilterInstaller", "asset lib list length is small than 

0");
return;

}

int v3_1 = v2.length;
int v4;
for(v4 = 0; v4 < v3_1; ++v4) {

String v5 = v2[v4];
Log.d("FilterInstaller", "filterFile : " + v5);
if(this.storeLibFilters(v12, v11_1, v5, v5.split("\\.")[0]) == -

1L && (v5.endsWith(".so"))) {
Log.e("FilterInstaller", "storeLibFilters fail");

}
}



private long storeLibFilters(AssetManager arg18, Resources arg19, String arg20, 
String arg21) {
//...

if((arg20.endsWith(".so")) && !this.checkSoSignature(v6)) {
Log.e("FilterInstaller", "Signature check failed.");
return -1L;

}

if(!arg20.endsWith(".sig")) {

ContentResolver v10 = this.mServiceContext.getContentResolver();

ContentValues v11 = new ContentValues();

try {

//…

if(v0_2 != null) {

v11.put("texture", v13);

}

}



__int64 __fastcall sub_13A3A4(__int64 a1, char *a2, char *s1)
{
if ( strcmp(s1, "com.samsung.android.provider.filterprovider") && *(_DWORD 

*)(a1 + 36) != 2 )
{
asprintf(ptr, "%s%s", "/data/DownFilters/Lib64/", a2);
v7 = "/data/DownFilters/Tex/";

LABEL_11:
ptr[1] = v7;
goto LABEL_12;

}
//...

if ( v6 != 400 )
{

asprintf(ptr, "%s%s", "/system/lib64/", a2);
v7 = "/system/cameradata/preloadfilters/Tex/";
goto LABEL_11;

}
}

}
LABEL_12:
__android_log_print(3, "SECIMAGING", "Try to open external effect (%s)", 

ptr[0]);
*(_QWORD *)(a1 + 56) = dlopen(ptr[0], 2);
free(ptr[0]);
v8 = *(void **)(a1 + 56);
if ( !v8 )
{
v19 = dlerror();
__android_log_print(6, "SECIMAGING", "Filter %s dlopen failed", v19);
return 0LL;

}
v9 = (__int64 (*)(void))dlsym(v8, "Create");



package com.samsung.android.provider.filterprovider;

void install(Bundle arg15) {
//...

String v4 = arg15.getString("filename");
String v8 = 

this.copySelFileFromIntent(MyFilterInstaller.FILTER_STORAGE_MY_FILTER + "/" + 
v4, arg15);

//.. /data/xxx/ + "../../../../../"
private String copySelFileFromIntent(String arg9, Bundle arg10) {

//...
v5 = new File(arg9);

//...
v9_1 = arg10.getByteArray("filter_data");
v10 = new FileOutputStream(v5);
//...

v10.write(v9_1);
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